






DECADE OF CHANGE

Adopted as proposed by COSCA/NACM Joint Technology 
Committee at the COSCA 2021 Midyear Meeting and by the CCJ 
Board of Directors on December 22, 2021.



Strengthening your court's response to a cyberattack



GUIDING DOCUMENTS

Cybersecurity Basics 
for Courts

Cybersecurity Incident 
Planning and Response 
for Courts



TOPICS FOR TODAY

CYBERSECURITY BASICS CASE STUDY EXAMPLES PLANNING FOR RECOVERY



ADDITIONAL SESSIONS

Group Discussions

Tabletop Exercise

Resources



CYBERSECURITY 
PRINCIPLES APPLIED 
TO COURTS AND 
TRANSLATED INTO 
HOW WE DO 
BUSINESS



EXECUTIVE SUMMARY

CYBERSECURITY 
IS NO LONGER 
AN OPTIONAL 
CONCERN, IT IS 

CRITICAL 
OPERATIONAL 

IMPERATIVE

UNDERSTAND 
COMMON 

THREATS AND 
OPPORTUNITIES

INDUSTRY BEST 
PRACTICES

BUILD STRONGER, 
MORE SECURE 

DIGITAL 
ENVIRONMENT 
THAT SUPPORTS 

JUSTICE AND 
SERVICE DELIVERY





WHY 
CYBERSECURITY 
MATTERS FOR 
COURTS

Courts are prime targets

Threats are constant

Disruption has serious consequences

Preparation is key

Everyone plays a role





CYBERATTACK

(1) Deliberate attempt by bad actor

 (a) disrupt services

 (b) gain unauthorized access



COMMON TYPES OF ATTACKS

Malware and viruses

Denial of Service (DOS) or distributed 
denials of services (DDOS) 

Zero-day exploits

Ransomware

Unauthorized access





CONVENIENCE

VS SECURITY





APPENDIX A 
ABOUT CYBERATTACKS

Useful technical details about 

Cyberattacks

6 pages with basic definitions 

for non-technical audience



APPENDIX B
CYBERSECURITY 
DISCUSSION GUIDE

List of questions to facilitate 

conversations between 

administration and technical 

teams, including county, 

vendor and IT staff



APPENDIX C
TAKING ACTION

Useful checklist on next steps

Depending on your court and 

technology structure some 

items may or may not apply



APPENDIX D
CYBERSECURITY 
GOVERNANCE CHECKLIST 
FOR COURTS

15-point checklist to guide 

technical understanding for 

COOP planning

Depending on your court and 

technology structure some 

items may or may not apply





PREVENTION AND PREPARATION

HUMAN FIREWALL

Own it

Talk about it

Court Champion

Resources

INVESTMENT

Time and Money

Court and partners

Planning time

INCIDENT RESPONSE

Where to start?

Incident response

Investigation

Recovery











PLANNING FOR THE INEVITABLE

Outages
System 
dependencies



TIME TO RECOVERY

It depends… 

Scope

Impact

Encrypted or exfiltrated data / files

Resource focus – Investigation vs restoration



BIGGEST CHALLENGES – SERVICE ORGANIZATION

Used to expediency and relationships

Give technical teams time to work and understand

Scope and impact drives response and timelines



LAYING A STRONG FOUNDATION

An effective incident response 

plan requires that several key 

components be in place before 

an incident occurs



IDENTIFY DATA ASSETS

•  Build an inventory

• Account for third party vendor or 

county assets

• Understand where Court 

responsibilities start and end

Workbook: End Point Inventory Tool



RISK ASSESSMENT 
AND ANALYSIS 

Likelihood vs impact

Acceptable downtime - 
Recovery Time Objective

Acceptable data loss –  
Recovery Point Objective

Workbook: Technology Priorities



DATA BREACH 
AND 
NOTIFICATION

UNDERSTAND AND HAVE 

A WRITTEN POLICY

Workbook: Essential 

Functions table



VENDOR / THIRD PARTY 
MANAGEMENT 

• What systems and services are vendor 

dependent?

• Which systems and services are county or state 

dependent?

• Understand what happens if those systems have 

outages beyond the scope of the court.

• Understand Service Level Agreements (SLA) and 

contract terms – notifications, recovery, updates, 

incident response timelines

Workbook Critical IT Vendors



DEVELOP A PLAN

Who will be involved?

What roles for each individual

How to communicate – internal and external

What steps is each person responsible for?

When must each task be completed?



Workbook Crisis Management Team



COMMUNICATION 
PLAN

Create preapproved draft 

communications

• Designated spokesperson

• Court staff

• Third party 

Workbook Communication 

Modalities



FORENSICS VS RECOVERY

Law enforcement reports

Insurance

Incident response support

Communication services

Critical operations

Electronic filing & documents

Payment portals

Infrastructure services



CYBERSECURITY TABLETOP EXERCISES

• Test and update plan 

regularly

• Phishing simulations – staff 

training

• Cybersecurity training – 

technical staff



APPENDIX B
CYBERSECURITY 
TABLETOP EXERCISES

Practice Scenario Exercise



Wendy Hosch

Assistant Director of Information Technology

Administrative Office of Pennsylvania Courts

Wendy.hosch@pacourts.us

Tyler Simmons

Cybersecurity Officer

Administrative Office of Pennsylvania Courts

Tyler.Simmons@pacourts.us
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